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You Have A 
VOICE 
Report 

Cybercrime 

SIGN UP TODAY and receive free 
alerts when a document with your 

name is recorded in Ofcial Records. 
Protect yourself from fraud. 

CLICK HERE. 

Get In Touch: 
Write:  
Public Integrity Unit 
Division of Inspector General 
Fraud Hotline 
510 Bay Avenue 
Clearwater, FL 33756 

Call:  
(727) 45FRAUD 
(727) 453-7283 
Fax: 
(727) 464-8386 
E-mail:  
fraudhotline@mypinellasclerk.org
Internet: 
      www.mypinellasclerk.org
      www.twitter.com/pinellasig
      www.facebook.com/igpinellas 

Your ‘Secret Sister’ Could Be a Pyramid 
Scheme Operator 

Who does not love getting gifts during the holidays? 
Sharing presents with friends and family is one of the 
highlights of the season. Unfortunately, scammers are 
once again looking to take advantage of our love of 
gifting and receiving with the “secret sister” scam.  

We are seeing this everywhere on social media 
right now. The scheme usually begins with a festive 
Facebook post, a text message, or email encouraging 

friends to join in on the giving by sending “just one” gift (often a book, bottle of wine, 
or a gift card) to a “secret sister.” The friendly message guarantees participants will 
receive at least one (and maybe dozens) of gifts in return. These messages may also 
have phrases like “happy mail,”“for the good of the sisterhood,”“holiday gift exchange,” 
or similar wording.  

To keep the “secret sister” chain going, the message invites the recipient to share 
the invitation with friends and family by entering personal information (e.g., name, 
mailing address, email address) and the contact information of the people they hope 
to recruit into a list online. People who send you these messages may not even know 
it is a scam. 

The only people getting a gift in this scheme are scammers. By supplying personal 
information, even information as seemingly innocent as your name and mailing 
address, you could increase your risk of identity fraud. Also, if you mail a gift to 
someone you do not know, chances are that it will go to a scammer looking to enrich 
themselves, not someone you know. 

The “secret sister” scam is also a pyramid scheme. Pyramid schemes are illegal because 
they are based on eforts to recruit new people into the scheme, not actually sell or 
exchange anything of value. Eventually, all pyramid schemes collapse when they run 
out of new recruits, leaving the vast majority of those who joined with nothing. These 
schemes may also violate state anti-gambling laws since they can resemble illegal 
chain letters.  

While it may seem like you are just doing something fun with people you know and 
trust, by circulating these messages you may be helping to perpetuate an illegal 
scheme. If you or someone you know receives a “secret sister” message, here are some 
tips to stay safe and avoid being a victim: 

• Ignore the message. The “secret sister” scam works because people engage 
with it and share it with friends and family. Do not be another link in the chain. If 
someone you know sent you the invitation, let them know that it is a scam. Feel free 
to share a link to this article! 

• Flag the message. Most social media platforms allow users to report 
suspicious messages. On Facebook and Instagram, for example, there is usually a 
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button with three dots at the top of messages that allows for a post to be reported as suspicious. 

• Don’t share personal information. Providing personal information to someone you do not know can increase 
the risk of identity fraud, even if it is something as seemingly trivial as a name and email address. 

If you suspect that you or someone you know has become a victim of the “secret sister” scam or any other fraud, report 
it at once. You can fle a complaint at Fraud.org via their online complaint form. They will share your complaint with their 
network of law enforcement and consumer protection agency partners who can investigate and help put fraudsters 
behind bars. 

Source: http://www.fraud.org 

For more information or to fle a complaint, contact Pinellas County Consumer Protection at (727) 464-
6200 or visit www.pinellascounty.org/consumer. 
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